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1. Introduction

The RFXtrxWifi and RFXtrxUSB can have the RFM69 433/868MHz) or RFM95 (868MHz) transceiver
installed by the user. See the chapter “Install the transceiver” below.

An ESP32 is used for the Wifi TCP/IP connection. Open-source firmware is available.

A microcontroller is used for the RFXtrx firmware. The interface over USB and TCP/IP is the same as
the USB RFXtrx versions.

Note: The RFXtrxWifi is default loaded with Wifi firmware. An USB firmware is also available so that
the USB interface can be used instead of Wifi.

TCP/IP access is using port 10001
Important: The USB connection of the RFXtrxWifi is only used to flash the ESP32.

A 500mA USB connection can be used to power the RFXtrxWifi or a 5V DC 1A power supply can be
used.

The RFXtrxWifi can have 2 applications connected with Wifi at the same time, for example Domoticz
and RFXmngr or Homeseer and Home Assistant.

2. Contents of the kit.

1 RFXtrxWifi PCB or RFXtrxUSB PCB

1 RFX69 with PTF (push-to-fit) connectors

1 enclosure

4 screws

1 USB Cable

For the RFXtrxWifi: 1 power supply DC 5V 1A

: RFXtrxWifi
barch 4422
www.rfxcom.com RoHS

3. USB drivers

The CP2102N USB-serial chip is used. The drivers are available at:
https://www.silabs.com/developers/usb-to-uart-bridge-vcp-drivers?tab=downloads
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4. Install the transceiver.

The RFXtrxWifi and RFXtrxUSB can be equipped with the RFX69 transceiver module.

This RFX module must be inserted in the RFXtrxWifi / RFXtrxUSB PCB if the RFM module has a
Push-To-Fit (PTF) connector. Push the module in the connector holes on the component side. The
RFM69 module has on one side 8 pins and 7 pins on the other side to avoid wrong installation.

4.1. RFX69
The RFX69 is a RFM69 with PTF connector.

RFXtrx433XXL firmware for the RFX433 supports all transmit protocols as supported by the
RFXtrx433XL. A limited number of receive protocols are working: AC, ARC, Oregon 3.0. Maybe other
protocols will be added in the future.

RFXirx868XL firmware for the RFX868 supports:

Protocol Protocol receive | transmit
Alecto ACH2010 Alecto ACH2010 Y -
Cfritl?sv\\//\/sifs%oo’ FineOffset WH2900, Alecto WS5500 Y )
Davis Vantage Vue EU * Davis EU Y -
Edisio Edisio Y Y
FS20 FS20 Y Y
Itho CVE RFT Itho CVE RFT - Y
Itho CVE ECO RFT Itho CVE ECO RFT Y Y
Keelog (unencrypted part only) Keelog Y Y
Orcon Orcon Y Y
Visonic CodeSecure (unencrypted part only) Visonic Y -
Visonic PowerCode Visonic Y -

* based on information available at: wxforum.net — “Implementing a Si1000 based wireless receiver for
Davis ISS data” and madscientistlabs.blogspot.com

Important: it is only possible to enable one protocol for receive in the RFXtrx868XL because of the
used transmission techniques at 868MHz.

4.2. RFX95

The RFXtrxWifi is prepared to hold the RFX95 transceiver.
RFX95 firmware is not yet available.

5. RFXtrxUSB

Configure and check operation of the RFX433 or RFX868 using RFXmngr on a Windows system.
Connect the USB cable of the RFXtrxUSB to your Home Automation system and configure the right
COM port.
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6. RFXtrxWifi
6.1. Configure the RFXtrxWifi.

Connect the RFXtrxWifi to an USB or external 5V 1A power supply.

Open the Wifi network settings on your PC or mobile and connect the access point
RFXCOM WiFi Manager and use password: 12345678

B, RFXCOM WiFi Manager
Secured

E Connect automatically

Open a browser and open 192.168.4.1 and enter your Wifi credentials, SSID and password of your
Wifi network.

Optional enter a Local IP with Subnet Mask and Gateway, for example:
192.168.1.150

255.255.255.255.0
192.168.1.1

DHCP is used if no Local IP info is entered
@ RFEXCOM REXtndWifi x +

&« C A Niet beveiligd | 192.168.4.1

Enter your WiFi credentials

Jor DHCP do not enter any value at Local IP, Subnet Mask and Gateway

Local IP: | |
Subnet Mask: | |

Gateway: | |

Save

Click Save and the RFXtrxWifi will restart and connect your Wifi.

6.2. Restore Wifi settings

To reset the Wifi settings press the RESTORE button inside the RFXtrxWifi and configure the
RFXtrxWifi as described above.
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Flash the Wifi firmware in the RFXtrxWifi

Download the Arduino IDE to flash the ESP32 in the RFXtrxWifi with new firmware.
https://www.arduino.cc/en/software

In Arduino IDE:
Open File — Preferences and add at Additional boards manager URLs:
https://dl.espressif.com/dl/package_esp32_index.json

Open Tools — Board: “xxxxxx” -Boards Manager
At BOARDS MANAGER enter ESP32 and INSTALL the latest version “esp32 by Espressif
Systems”.

Select “ESP32 Dev Module” at Tools — Board:
& RFXtrcWiFiTelnetToSerial | Arduine IDE 2.0.1
File Edit Sketch Tools Help

Auto Format Ctrl+T
Archive Sketch

“xxxx” — esp32

v ESP32 Dev Module
ESP32 Wrover Module
ESP32 Pico Kit

TinyPICO
REXIM Coeshiel [P28ET o
- anage Libraries... Lirl+anit+ S.0D1 Ultra v1
1088 Serial Monitor CorleShiit=M log in memory. Loading form..."); MagicBit
189 serial Ploteer Turta loT Node
s TTGO LoRa32-0LED V1
111 Board: "ESP32 Dev Module" 3 Boards Manager... Ctrl+Shift=B M Lenagetilb
G i ) Port: "COME" » ) TIEOT
R b
113 P Arduino AVR Boards TIGET7 V4.3 Miniz2
119 S 2 TIGOT7 V1.4 Mini32
5 iF101 / WiFiN irmware 266 Boards (3.0. ¥ ;
ii; WiFi 101 / WiFiNINA Firmware Updater ESP8266 Boards (3.0.2) KinaBox CW032
= i Certifi

e Upload 551 Root Certificates SparkFun ESP32 Thing
118 CPU Frequency » SparkFun ESP32 Thing Plus
110 Core Debug Level > u-blox NINA-W10 series (ESP32)
128
121 Flash Frequency 4 Widora AIR
122 Flash Mode 3 Electrenic SwestPeas - ESP320
123 Flash Size » Nano32
o PSRAM 2 LOLIN D32
125
126 Partition Scheme 2 LOLIN D32 PRO
127 Upload Speed » WEMGOS LOLIN32
128 Eurn Bootloader WEMOS LOLIN3? Lite
126 =3 S

e Select the COM port of the RFXtrxWifi at Tools — Port

e To know the Sketchbook location open File — Preferences — Settings.

Copy the RFXtrxWiFiTelnetToSerial directory to your Arduino sketch directory

RFXtrxWiFiTelnetToSerial directory contains:

-HTML.h

- revisions.txt

- RFXtrxWiFiTelnetToSerial.ino

- WifiFunc.h

e Open RFXtrxWiFiTelnetToSerial.ino and click the Upload button. The firmware will be

compiled and flashed in the RFXtrxWifi

ESP32

& RFXtncWiFiTelnetToSerial | Arduine IDE 2.0.1

File Edit

2O

H
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6.4. Use the COM port of the RFXtrxWifi for the RFX433/RFX868
Copy the RFXtrxUSB directory to your Arduino sketch directory. The RFXtrxUSB directory contains

only RFXtrxUSB.ino

Open RFXtrxUSB.ino and click the Upload button. The USB firmware will be compiled and flashed in

the RFEXtrxWifi

7. Configure the transceiver

The transceiver can be tested and configured with the RFXmngr program.

For the RFXtrxWifi set the IP address of the RFXtrxWifi.and port 10001.
For the RFXtrxUSB select the correct USB port.

Opticns s 0 %
® USBE v|
@ TCPAP 1P 192.168.1.2|

Port:

u OK

10007 |

x Cancel

Select the protocols necessary for receive and click Set Mode followed by Save Settings.
There is no need to select protocols for transmit!

Note that you can only select 1 protocol for reception in the RFXtrx868XL.

The reason for this is because each protocol uses different frequencies and modulation!!!

RFXtrx433XXL settings:
ﬁRFangr

File Information

G e G 1 9

Main  Lighting] Lighting2 Lighting3 Lightingd

www rfxcom.com

Lightingd ~ Lightingé HC FunkBus Chime Fan Hunter Blinds1 RFY

DDwoe  Securtyl  Tstat] Tstat2 Tstat3 Tetatd  Radistor? |40

Transceiver type RFnd33xL [ undec on ] BindsTx [ Visonic Timestamp
Receiverfreq. [ eld{imagintranix Opus} [ BindsTO [ ATI.Cartelectr. TS_FT002 [ log verhose
[ Byron S¥/BY, SelectPlus [ Oregon Seiertfic O
[[] RSL Revolt [ LeGrand CAD [] Meiantech. Atlantic O i reron [
Lighting4 [ LaCrosss [[] HomeEasy EU ] Pl type o
FineCffset, Viking XT300 Fideki TFA Cresta, UPM AC [ DD Yatgower [t10dbn %
g Rubicson Alecto,Banggood [ AD LightwaveRF, Livolo [ ARC HomeConfort, Fan HW version 3.0
Get Status Save Settings [[] AE Blyss, Cuven [ Mertik #10 [ Keelog Moise level g7
E E— 1
RFXtrx868XL settings:
File Information
L‘fﬁ ‘% H 6 ww sfcom com
Main  lighting? Lihting2 Lighting3 Llighting4 Lighting5 Lighting HC  FunkBus Chime Fan  Hunter Bindsl RAFY DDeoox Securtyl Tetatl Tetat? Tstat3 Tstatd TetatS Radistor] Securty? Async Rawtramsmi
Transceiver lype |AFiind58x0L [ debug O [ Visonic [ tho CYERFT O Timestamp
Receiver freq.  [858 - [ Alecto ACH2010 O [ Meiartech, Allantic tho CVEECORFT [ [ log verbose
[ Alecto WS5500 O O [ orcon O
[ LACROSSE O [ Proguard [ Honeywell Chime [ FW version 1013
[ Davis EU [} O O O FWiype  ProxL1
[ Davis US [ Fs20 ] O Amit power @
Reset RFXinc Set Made [ Davis AU [ LightwaveRF O O HW version 2 1
Get Status Save Seftings O [ enisio O [ keeLog DavisID Neasivd T
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8. Update the RFXtrx transceiver firmware

If required, the transceiver firmware can be updated with the RFXflash program version 10.0.0.0 or

higher.

Stop all connections with the transceiver and be sure that no other program connects the

transceiver during flash of the transceiver!
Start the RF Xflash program.

For the RFXtrxWifi, select the IP address and select port 10001.

For the RFXtrxUSB select the COM port

@l RFXCOM Flash Programmer — O x

> R

O USB  [MoCOM port found v]
@® TCPAP  IP: 132.168.1.22|
Port: 10001
RFEXCOM device

Clear yellow message bax

Mot connected...

[Not connected... [na RFxflash version: 8.0.0,0

Click the connect button:

@l RFXCOM Flash Programmer

e (&)=« »

) LUSH |Nu COM port found v|

@ TCPAP  IP: 192.168.1.22
Part: 100017

RFXCOM device RiF st

Clear yellow message box

Mot connected. ..
IP; 192.168.1.22 Fort; 10001
Connecting....

Device found...

Click the Open HEX file and select the correct firmware file.
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@l RFXCOM Flash Programmer

= }
@ w R
O UusB  |NoCOM port found v]
@ TCPAP 1P 192.168.1.22)
Part: 10001

RFXCOM device RFxtnex

Clear yellow message bax

Mot connected...
IP: 192.168.1.22 Port: 10001
Connecting....

Device found...

Click the Write device button. The firmware will be flashed in about one minute:

@il RFXCOM Flash Programmer

om‘?@§

At the end of the flash proceure click the Normal Execution Mode button:

@ RFXCOM Flash Programmer

Test the RFXtrxWifi or RFXtrxUSB with RFXmngr.
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9. Warning:

RF signals are possible disturbed, and it has not been justified for this equipment at uses in
circumstances where life-threatening or dangerous situations are possible.

RFXCOM HARDWARE AND SOFTWARE IS NOT INTENDED FOR USE IN THE OPERATION
OF NUCLEAR FACILITIES, AIRCRAFT NAVIGATION OR COMMUNICATION SYSTEMS, AIR
TRAFFIC CONTROL SYSTEMS, LIFE SUPPORT MACHINES OR OTHER EQUIPMENT IN
WHICH THE FAILURE OF THE SOFTWARE COULD LEAD TO DEATH, PERSONAL INJURY,
OR SEVERE PHYSICAL OR ENVIRONMENTAL DAMAGE.

10. License

You are allowed to use RFXCOM software, protocols and Written Materials with RFXCOM
hardware only.

All copyright and other proprietary notices associated with RFXCOM software, protocols and
Written Materials shall be visible to all users.

You may not sell, distribute, loan, rent, lease, license, sublicense or otherwise assign or transfer
RFXCOM software or RFXtrx protocols or Written Materials unless expressly authorized in writing
by RFXCOM.

You may not use any RFXCOM device, software or protocol as part of an exclusive or patented
product without the express prior written permission of RFXCOM.

You may not alter, modify, adapt or create derivative works based on any part of RFXCOM
software or protocols or Written Materials in any way, including translating, reverse engineering,
disassembling or decompiling the software.

Copyright notice

All RFXCOM hardware, software, protocols and Written Materials are protected by copyright laws,
and may not be reproduced, republished, distributed, transmitted, displayed, broadcast or
otherwise exploited in any manner without the express prior written permission of RFXCOM.
Netherlands Copyright and international treaty provisions protect the SOFTWARE, HARDWARE,
RFXtrx protocols and Written Materials and shall be subject to the exclusive jurisdiction of the
Netherlands Courts

RFXCOM reserves all rights not expressly granted herein.

12. Revision History
Version 0.0 November 15, 2022

Initial version

Version 0.1 November 16, 2022

USB driver added
RFX69-PTF picture added

Version 0.2 November 30, 2022

RFXtrxUSB added

Version 1.0 December 19, 2022

RFXtrxUSB and RFXtrxWifi chapters added

Version 1.1 May 1,2024

Chapter numbering corrected
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